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SECTION 1. PROJECT DESCRIPTION
Overview of the Project

In an age of technological progress, we're as easy as ever to do financial transactions, and
so is the size of financial fraud in the United States. Whether it's ATM fraud, credit card fraud,
identity theft schemes, wire transfer fraud, or account takeovers, it's common knowledge that
fraud schemes are getting increasingly sophisticated, and financial services institutions are
meeting the challenge. In addition, American consumers reported the lowest amount of credit
card fraud in the third quarter of 2024, at just about $58 million in dollars (Statista, 2025). The
number highlights the imperative need for smarter and more responsive fraud detection systems
that can detect and prevent illegal activities in real time.

Current fraud detection methods rely on manual decision making and pre-defined rules,
and may not be able to respond to new and developing challenges in fraud posing in the financial
services. With the advent of new technologies such as Artificial Intelligence (Al) and machine
learning algorithms, there are opportunities to develop more sophisticated and adaptive
algorithmic fraud detection strategies. Not all financial institutions (C10, 2024) are making full
use of Al technologies to detect fraud. In fact, in the face of increasingly sophisticated fraud
schemes, organizations will need to do more than simply rely on technology and introduce more
of a management-driven approach to innovation. Despite the need for better fraud detection,
many organisations struggle with technology issues, organizational silos, and management risk
and know how gaps that prevent them from implementing better fraud detection. The challenges
underline a lack of practice by general managers, who don't have a clear plan on how to integrate
Al strategic and operational frameworks within institutions.

A major challenge in the financial industry, including the U.S., in an era of growing



digital financial transactions by financial institutions like banks or financial technology (fintech)
firms (Brogi & Lagasio, 2024), is fraud. While these payment systems are convenient to use,
they don't have enough time to manually intervene against fraud (Vanini et al., 2023). But there
IS a huge expectation upon institutions to implement an effective fraud detection system that can
identify anomalies, trigger an alarm on questionable transactions, and act automatically almost
instantly (milliseconds). Business goals aligned with machine learning capacities reduce fraud in
financial institutions by a huge margin, according to Abikoye et al (2024). The importance of
managerial skills and preparedness in fully achieving the value of machine learning initiatives
was highlighted by Bevilacqua et al. (2025). The organizational efforts have an important role to
play in the long-term success regarding the activities of fraud detection and limit risk exposure.
The machine learning algorithms would be used to detect fraudulent activities at financial
institutions in the U.S. Anomaly detection in machine learning would enable financial
institutions to implement an effective fraud prevention system, recognizing fraudulent activities
(Dama et al., 2024). The underlying issue at hand is the lack of leadership approaches in the
context of implementing machine learning in financial institutions for addressing fraud
operations (Gupta et al., 2025). The issue here is that many financial institutions have a
management that doesn't possess the advanced procedures and operations required to combat
financial fraud using advanced technologies such as machine learning (Chenguel, 2020).
However, once a technological solution has been identified, the challenge lies in the managerial
process for the uptake of the solutions and getting them to become part of the organisational
processes and decision-making systems. The project's potential impact is the ability of financial
entities to gain recognisable benefits and the creation of a more secure financial system offering

consumers protection from fraudulent transactions, through active fraud identification and
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prevention.

Financial institution managers may have a new piece of knowledge or information
resulting from the significance of the proposed project that helps them pinpoint fraud earlier to
minimize the financial losses. This adoption of machine learning technology is aided by effective
leadership practices, enabling proactive detection of fraud events and reducing them to a
minimum (Bevilacqua et al., 2025). So, machine learning can contribute to combating brand new
frauds and improving the health of the organisation's finances. For this reason, the problem that
will be addressed by the project will be sudden and disappointing deployment and administration
of smart fraud detection systems by a business. Focusing on managerial aspects of integrating
machine learning technology, the data from this project may provide a way forward for financial
institutions interested in updating fraud prevention measures to guarantee long-term security and
confidence in the digital world.

Problem Statement and Purpose

The overall business issue is that fraud incidents lead to loss in both profitability and
customer satisfaction in the U.S. financial industry (Shi et al., 2023). Traditional fraud detection
systems can't detect fraud and affect the organization's performance. The Federal Trade
Commission (FTC) reports that Americans lost $90 to $501 million from fraud in the United
States in 2025. The increasing losses reveal that fraud is not only a continual problem, but it's
also becoming more sophisticated, and it is a threat to consumer trust and organizational
stability.

The specific business problem is that some technology managers in the U.S. financial
industry do not have the effective resources and technology strategies to implement machine

learning-driven fraud protection (Bello & Olufemi, 2024). While financial institutions have



access to advanced technologies, a lot of times leadership flaws, failure to receive strategic
support, or other reasons make it difficult to implement a fraud detection system, impacting
organizational performance (Afjal et al., 2023). Around 2.6 million consumers have reported
fraud as a result of misaligned leadership by consumers, saying they needed more leadership in
integrating advanced technology (FTC, 2025). The effects of this particular business challenge
are multifaceted, leading to increased vulnerability to fraud, loss of customer confidence, and
significant financial losses (Lamey et al., 2024). Keeping up with the gap between technology
and strategic leadership issues is one of the most important problems in the context of financial
industry management.

Alignment with Program
A Doctor of Business Administration (DBA) project on leveraging machine learning technology
with strategic leadership in financial institutions is a perfect match because the project is aimed
at solving a high-impact business problem, and it is focused on the financial industry. Financial
fraud continues to be a major problem in the financial services industry in terms of both expenses
and complexity (Hilal et al., 2021). So the project is about the operators and operator failures at
the strategic level that prevent the machine learning and therefore cause financial losses,
regulatory risk, and/or reputational damage. The Journal highlighted the significance of the role
that leadership can play in enhancing financial operations by incorporating machine learning
technology. Therefore, this proposed project is a good match for the Doctor of Business
Administration (DBA) emphasis in interdisciplinary leadership and strategic management.
Exploring the financial manager's capability to make the decisions to implement advanced
technology provides valuable insights into improving the operations financially in an

organization and reducing the risk of fraud (Dama et al., 2024). The work of the project in the
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DBA is based on the problem-solving process, doing research related to the business
applications.
Purpose Statement
The proposed generic qualitative inquiry aims to elicit the views of technology managers
in the financial industry who have thus far adopted resources and technology strategies to combat
machine learning-driven fraud detection and protection in the U.S. financial sector. The proposed
project will delve into the concepts of Leadership strategy in the adoption of machine learning
technology for fraud detection (Dama et al., 2024). The target population will be financial
managers in U.S. financial service institutions in the U.S.
Gap in Practice
The difference is that some U.S. financial industry managers still haven't embraced
effective machine learning-driven strategies to minimize fraud detection failures, which leads to
continued financial losses and customer dissatisfaction (Chen et al., 2025). According to the
statistics from the Federal Bureau of Investigation, BEC attacks increased in 2022 from 17,348
in 2021 to 21,832 attacks, resulting in losses of approximately $2.7 billion (Lalchand et al.,
2024). Fraud detection using standard systems is not keeping up with the changing methods of
fraudsters and tends to be fraudulent. The practice gap is not an issue associated with the
unavailability of fraud detection technologies but due to a lack of a leadership strategic approach
to implement the machine learning technology (Hariyani et al., 2024). The disparity means the
specific problem that financial institutions face is that of being vulnerable to fraud tactics that
cannot be detected by existing systems, leading to monetary loss. The ideal state is when
managers of financial institutions are actively leveraging the predictive power of machine

learning, real-time identification of fraudulent activities, and high accuracy in detecting and



preventing fraud (Pattnaik et al., 2024). The findings from the project may be helpful to
practitioners who are looking to narrow the gap and understand that the use of more advanced
analytical techniques in the fight against fraud can be useful. Besides, the outcome should be
considered as part of a business's general strategic plan.
Theoretical Framework

The work investigates the opinions of U.S. financial technology (FinTech) Managers
using resource and technology measures of those who have adopted ML technology (machine
learning) in fraud detection and protection. The qualitative research study was practically
oriented, where the technology acceptance model (TAM) was originally developed by Davis
(1989). The TAM has been adopted as a popular explanatory model of the adoption of emerging
technologies. It continues to be highly relevant in the study of strategic, behavioral, and
managerial issues in the implementation of machine learning in financial institutions (Davis &
Grani¢, 2024). The theoretical basis offers valuable insights into the intricate decision-making
processes leading to effective technology integration in high-stakes financial contexts.

Perceived usefulness at a manager level reflects what managers think the machine
learning systems have the potential to achieve in terms of better fraud detection results and
adding value to the organisation. The ease of use signifies the degree to which managers believe
that the implementation of machine learning systems will not be complex and demanding
excessive effort for financial organizations (Joseph & Eaw, 2023). Perceived ease of use may
shape managers' attitudes toward ML adoption, especially if others in an organization are
reluctant to adopt ML because of their perceived difficulties in implementing it. The sequential
technology acceptance model constructs of attitude towards use, intention to use behavior, and

actual system use offer a systematic framework to understand how managers form perspectives,
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develop intention, and finally adopt machine learning technology.

The TAM is one of the most-used models for explaining the adoption of new
technologies, especially within an organizational context, in general management literature.
According to the TAM, two main factors that affect the acceptance of a technology are its ease of
use (EU) and usefulness (U). The TAM is an appropriate model for the project because it allows
for an explanation of how financial managers at U.S. financial institutions might or might not
implement machine-learning-based fraud-detection systems, especially given the seemingly clear
advantages of these technologies.

An important secondary model is the unified theory of acceptance and use of technology
(UTAUT), which is an extension of TAM, adding constructs of performance expectancy, effort
expectancy, social influence, and facilitating conditions. (Borhani et al., 2021) By adopting this
framework, both scholars and practitioners it helps to have a more nuanced perspective of
technology adoption in organizations. For the project, the other variables will be used to
understand the factors outside of the manager's influence that could affect their decision to
implement machine-learning-based fraud-detection systems, including the organizational culture,
leadership support, and training.

The focus of the specific problem explored is to understand the managerial perspectives
in the context of the technology acceptance model. The research questions are laid out to explore
perceived usefulness and ease of use, which shape executives' perceptions of machine learning
technology adoption, what drivers would trigger behavioral intentions, and what impediments
would exist for implementing the system. The proposed project questions can be directly mapped
to the TAM for constructs (perceived usefulness and perceived ease of use), which can be

explored while focusing on the decision-making views of managers in the adoption of a



technology. The conceptual framework to understand the attitude of financial institutions'
managers towards the machine learning technology that is used to detect fraud is one of the
conceptual frameworks employed in the current project, which is called the TAM by Fred Davis
(Pajany, 2021). The basic constructs of the TAM model directly impact the attitude formation
process (Borhani et al., 2021). The strategic approach to the use of technology that the TAM
model of perspective towards the new technology directly corresponds to the result of the
performance of the organization. Therefore, the framework is quite applicable in forming the
thinking on management decision- making, mainly in financial services.

The TAM is based on five constructs; perceived usefulness and perceived ease of use are
the two most important constructs to predict the acceptance of technology. Perceived usefulness
indicates the user's perception of the system's usefulness for improving job performance. The
perceived usefulness is associated with how managers and senior management form thoughts on
how increased accuracy in fraud detection, efficiency in operations, and improvement in
competitive edge can be achieved. The constructs impact users' attitudes towards the technology,
the intention to use the technology, and the actual use of the system. Perceived ease of use shows
the financial managers' perceptions of the availability and ease of use of the machine learning
system. These constructs have an impact on the attitude towards technology, the attitude towards
intent to use technology, and system use of the user of technology.

The study examines the relationship between managerial attitudes and perceptions of
strategic readiness to adopt machine learning technology and the constructs of TAM and its
potential for successful adoption of the technology, and support from organisations. The
framework allows for the proposed project to consider the the manager's's perspective. This

framework directly contributes to the concept of the project to analyze the perception of
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managers concerning ML in financial institutions. This means that the fusing of the worlds of
finance, technology, and management also represents a theoretical lens and that the DBA-level
research that focuses on understanding the processes of technology adoption decision-making
could be relevant to consider.

Though the main model that is utilized in the project is the original TAM, the extension
of the model provides TAM that considers additional variables like subjective norms and
expounds the perceived usefulness via the social influence and cognitive instrumental action,
improving the comprehension of organizational technology adoption standpoints (Grani¢, 2024).
In the same way, the unified theory of acceptance and use of technology (UTAUT) combines the
constructs, such as performance expectancy, effort expectancy, social influence, and facilitating
conditions. The model likely has a wider scope in terms of the range of factors impacting
organizational and environmental perspectives on adoption (Zin et al., 2024). While TAM2 and
UTAUT will not be used as the main framework, the extended constructs of the models will be
used for the development of interview questions and the thematic coding procedures in data
analysis.

The significance of the TAM for the study of the slow technology adoption of machine
learning in the financial sector is that it is a model that enables the prediction of important factors
that influence managers' adoption perspectives and strategic alignment. The project will analyse
TAM to identify common reasons for some financial institutions to be more amenable to
machine learning-based fraud detection systems when compared to others. The results can be
translated into how to implement machine learning in more effective ways in accordance with
the management perspectives and organizational contexts.

In other business areas, such as social or information and communications technology



(ICT), TAM and extended constructs have been used to determine technology adoption views on
fraud prevention effectiveness. The framework aligns with the proposed project's goal of
examining financial managers' views on the value and accessibility of machine learning in fraud
prevention and operational efficiency. TAM is highly relevant to the investigation as the model
focuses on the user perspective on acceptance, a key factor in the challenges faced by strategic
investments in machine learning in financial institutions (Rawindaran et al., 2021). TAM does
not address technical implementation models but rather focuses on the cognitive and behavioral
parts of perspectives on adoption, in parallel with the managerial focus of the project.

The TAM gives a structure to follow when doing a literature review and is a systematic
method of organizing and comparing studies of TAM and the views on technology adoption in
financial sectors. Thathsarani and Jianguo (2022) conducted a qualitative study with 487 Small
and Medium Enterprises (SMESs) in Sri Lanka, and they found that from SMESs' perspective on
digital adoption with the TAM lens, digital adoption is around financial context and significantly
impacts the performance of SMEs. The scholars also showed that financial organisations are
under regulatory pressure, have a strong drive to move fast toward digital transformation, and
their customer security requirements are ever-growing, all of which affect the evaluation of
potential technologies to be adopted by managers. However, Masumbuko and Phiri (2024)
showed TAM application and called for the adoption of the framework for improving the
strategic management, technological capability and user acceptance perspectives.

The project introduces a new perspective of the TAM model, applicable to the fraud
detection systems in the financial industry, where the adoption of Al and machine learning is
both important and complicated. The project makes a research contribution by providing insights

on executive perspectives and readiness for integration of machine learning around a specific
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context.

The shift from the technology acceptance at the user level to the managerial perspective
in the analysis of TAM application will fill the technological capability and adoption of decision-
making frameworks. The proposed project aims to provide actionable strategies with regards to
effective fraud reduction — via the lifting of managerial perspective to match technology
potential. The TAM will be used to develop semi-structured interview questions that would elicit
rich, qualitative responses from the financial executives on issues pertaining to the perspectives
on Machine learning adoption (Ebot, 2024). Questions will focus on attitudes towards usefulness
of machine learning for fraud prevention, expectations of ease/difficulty of integration, and other
contextual factors such as regulatory pressures, organizational culture and leadership buy-in that
may impact views on integration. Depending on the model used (such as TAM2 or UTAUT), the
constructs in this project are based in the original TAM model in order to keep the theory
consistent, but should also be considered for addition into the analysis.

In the Data Analysis phase, financial institution managers' data will be coded using
qualitative and thematic approaches. Although TAM constructs will be not explicitly specified in
coding frameworks, these might be conceptual models from which to better understand emergent
themes involving adoption perspectives. The project will analyse the commonalities in
management attitudes in the process of the adoption and the strategic integration of machine
learning systems for fraud detection (Masumbuko & Phiri, 2024). The TAM in the usage
instrument was chosen because it represents technology adoption perspectives as it relates to
technology usage within an organizational context, especially in the financial organization where
managers make strategic decisions regarding technology. Regulatory oversight, upbeat digital

change, and rising customer security requirements are all exerting pressure on financial
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companies' capacity to evaluate potential for new technology adoption by their managers.

The project data can have a number of contributions to the literature. The data will reflect
financial managers' attitudes towards strategies for implementing machine learning in fraud
detection and risk management, first. Second, the study will take a look at the organizational
factors that influence machine learning adoption perspectives such as risk tolerance, regulatory
compliance, technological infrastructure and managerial readiness. Third, the alignment between
constructs of TAM and the real-world challenges of implementing machine learning in financial
fraud prevention settings will be explored (Gupta et al., 2025). Study data might be utilized to
understand better how to promote more effective strategies for the adoption of machine learning
by practitioners and policymakers. The project may help to bridge existing theory-practice gaps
in financial management, working to better use and choose technology to enhance performance
in organizations, with a focus on managerial perspectives of technology adoption.

Project Context

Innovations in payments and financial services have been picking up the ground running
in the U.S. financial industry because of this rapid change in financial services transactions and
the process of digitalization. As the world moves towards digitization, so too does financial
fraud, with increasingly advanced and widespread practices. Today, credit card fraud, wire fraud,
the threat of identity theft and account takeover, among other areas of fraud are growing in
sophistication and are affecting consumers and institutions alike. But there are some adjustments
that should be strategic in the financial field to combat the limitations of fraud detection systems,
in particular implementing machine learning for real-time fraud detection that makes an
intelligent use of data (HeR & Damasio, 2025). Losses reported by consumers was the basis for

the need for the change. However, the amount of money lost by victims of fraud was, at best, $90



million, and, at worst, $501 million, according to the Federal Trade Commission (2025). The
financial institutions that have yet to get rid of legacy rules-based systems that lack real-time
adaptability continue to be vulnerable. There are technologies to identify fraud patterns
extremely well but there's a lack of leadership strategies on how to get the best results from.

The essence issue is a lack of managerial and strategic aspects on the side of machine
learning solutions. Even the financial institutions' technology pioneers who have access to better
technologies with the support of Al are missing the capacity and leadership to integrate the
technologies into the organizational mechanisms (Ejiga et al., 2024). A misalignment can cap the
potential of machine learning tools and enable fraud incidents to continue to go unaddressed.
According to Afjal et al., (2023) those institutions that are just not synchronized with the core
business of fraud detection are at a much higher risk of loss of financial business. Not
availability of technologies is the reason why the intelligent fraud detection technologies were
not used; lack of leadership driven integration strategies is the reason commented Chenguel
(2020). The current lack of practice indicates there is a lack of readiness to deal with innovation
and consequently a loss of consumers' trust and increased threats to the business.

For the proposed project, one of the key requirements is strategic leadership and
organizational preparedness to gain the business value of machine learning projects (Bevilacqua
et al., 2025). Dama et al. (2024) proposed that technology managers must have a more-targeted
understanding of leadership approaches to be able to integrate the machine learning-based
technologies into the fight against fraud. As per McKinsey & Company (2022), many of the
financial companies are facing challenges in introducing Al technologies to their businesses, due
to the lack of a roadmap or planning by the general managers. While executive support and good

cross-functional alignment are a prerequisite for the machine learning's potential to be realised,
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Pattnaik et al. (2024) have confirmed that machine learning contributes to anomaly detection.
The institutions need to be taken through a strategic transformation process, led by a project and
to close this implementation gap.

Nature of the Project

The proposed project for Al integration in financial institutions is viable, given the
increasing adoption of Al in the finance industry and the availability of existing machine
learning models for fraud detection. According to CIO (2024), despite their use of Al tools,
financial entities have not been able to fully leverage Al's potential as enterprise-wide strategies
have not included Al. Initial system setup based on institutional objectives plays a huge role in
fraud reduction by configuring the machine learning system, according to Abikoye et al. (2024).
Therefore, the work could inform similar organisations to the technology managers studied in the
project about how to change their tendency of failure by gaining insights into their perspectives
of how successfully the project implemented the machine learning driven system.

The financial services industry is a high-stakes fraud risk — especially the fintech
subsectors following the accelerating growth in number and speed of digital transactions. Where
fraud is occurring in real time payments, peer payments and banking via mobile apps, there is
little room for any kind of intervention. The automated monitoring of such transactions based on
this information with the use of machine learning techniques would be required, due to the speed
of transactions that cannot be matched with manual systems, according to Vanini et al. (2023).
Statista reported that there had been unmistakably $58 million in credit card frauds in the third
quarter of 2024 (2025), highlighting that real-time digital platforms have turned into a popular
spot among fraudsters. Modern banks are feeling the pressure from regulators and reputation and

so are fintech businesses — to move forward with fraud detection. If strategic machine learning



integration is not in place, there may be not only financial losses, there may be an additional loss
of customer trust.

The vision of the proposed project is to address the present vulnerabilities, with special
emphasis on strategies and technologies for leadership. On this basis, the study explores the
project in the context of management and information systems and therefore discusses the effect
of perceived usefulness and ease of use in the before-adoption phase of the use of such
technologies by the decision makers particularly under the TAM. Davis and Grani¢ (2024)
described that TAM remains a valuable lens to look at executive actions in significant high-
stakes technology decisions. Financial institutions are now facing new fraud issues as machine
learning also poses the challenge technically, then it will need managerial willpower and
strategic direction (Hilal et al., 2021). The project will therefore be nestled in the core business
issue — increasing the resilience of the organisation by successful fraud mitigation, and
leadership of digital innovation.

Scope

The designed project is unclear as it is limited to a narrow focus on exploring strategic
leadership practices in the financial industry in the U.S. adopted by technology managers that
have implemented machine learning based fraud detection systems. The investigation should be
dovetailed with the issue of the lack of strategic direction to effectively implement machine
learning technologies, and the rise of financial losses due to fraud. The project is not meant to
assess all financial operations where the application of machine learning can be relevant, but
rather focuses on the processes of managerial decision making that will affect the integration and
effectiveness of machine learning fraud detection tools.

The proposed project is bounded by the qualitative viewpoint from a population or
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segment: technology managers from financial institutions (financial companies and banks in the
United States). The research aims to delve deeper into a well-defined gap, specifically the need
to align strategic leadership in order to use machine learning technologies to fight fraud. While
as noted by Chenguel (2020), financial organisations have already got the tools, there are also
leadership constraints that don't allow these tools to be integrated into its operations. The project
vision will focus on understanding the actionable insights to be gained in order to further and
support strategic improvements in managerial level machine learning adoption.

Significance of the Project

The potential interest of the project is the ever increasing rate of financial fraud that can
be committed at the digital level, as well as inadequacy of human judgment and the lack of
proper algorithms for financial fraud detection based on traditional rule-based methods.
Traditional fraud methods are rapidly evolving and financial institutions are at increased risk
because of the rate and sophistication of the various fraud types, such as digital payment fraud.
Traditional methods are no longer adequate to face the frauds in real time, and financial
institutions are felt the need to improve their fraud detection processes while maintaining the
efficiency of transactions (HeR & Damasio, 2025). Parts of Real-time Payment include minimal
time for manual interventions, thus automation is key, otherwise mentioned by Vanini et al.
(2023).

The project can potentially be applicable to the real-world requirements of technology
managers who do not have a direction on how to leverage ML in creating fraud detection
frameworks. Research by Dama et al. (2024) claimed that although machine learning can more
precisely identify anomaly and fraud behavior pattern detection, few organizations are

effectively implementing this technique due to the lack of strategic leadership. Bevilacqua et al.



(2025) stated that the laying out the foundations of an organization and the capability of its
management are crucial factors for obtaining any benefit from machine learning projects.
Technology managers and executives will gain insights into how technology leadership models
and decision-making processes can impact the effectiveness of implementing machine learning
and what leadership models are needed to maximize its benefits.

The project could also have a considerable impact on the experience of customers in the
U.S. financial services sector and regulatory compliance. Well, if fraud detection is shoddy, it
works against the customers' confidence, stability of the operation, and reputation of the
industry. Lamey et al. (2024), underscored that lack of efficacy in fraud prevention policy puts
financial institutions at risk of ongoing financial losses and loss of consumer trust. The outcomes
of this research will provide benefits for the several stakeholders. Findings from financial
technology managers and executives can be leveraged to establish evidence-based strategies and
plans for resource allocation that bolster machine learning-based fraud prevention systems.
Compliance bodies can gain from wisdom that can aid in the implementation of machine
learning in a way that is parallel to compliance standards, enhancing oversight and setting
uniform standards across institutions. Overall, customers and investors will benefit from a more
secure and trustworthy financial environment, free from fraud.

Beyond practical aspects the study aims to make a contribution to literature as it would
fill a gap in understanding the factors affecting the adoption of machine learning for fraud
detection in financial setting, including organizational, technological, and leadership factors.
Even though previous studies have focused on the technical details of the machine learning
algorithms, there are not many studies which show how and why the implementation of machine

learning algorithms in actual financial operations is deciding on their success or failure (Lamey
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et al., 2024). This research will fill the gaps in the literature in relation to technology adoption
frameworks focusing on the TAM and how well it can be implemented into practice, especially
within the financial fraud prevention sector. The findings and insights can be used in future
academic studies and in the best practices of technology-based projects to promote financial
integrity.

Historical Background and Current Trends

To appreciate the evolution of fraud detection using machine learning in the U.S.
financial sector and the potential impact of strategic leadership for technology integration, it is
important to understand the historical context and the prevailing sentiment about tech adoption
for fraud detection. However, as the financial sector modernizes and banking moves into the
digital realm, there is a need to use more dynamic and data-oriented solutions to combat financial
fraud (Hilal et al., 2021). Initially depending on rule-dependent systems and people checking
books, monetary establishments slowly started to see the weaknesses of the standard fraud
detection processes in opposition to a growing the majority of more superior cyber-crime.

With these advancements, machine learning has proven to be a game-changing
technology that can identify fraud quickly with predictive modeling and pattern recognition.
However, a key challenge is the strategic deployment of these systems, even with the technology
advances that have been made (Ejiga et al., 2024). A recognition of the evolution and trends in
the field can help grasp the reasons for the slow adoption of machine learning, despite the
mounting financial losses and vulnerability of customers (HeR & Damasio, 2025). The section
delves into the timing and trajectory of fraud detection, the advances of machine learning
technologies, and the strategic challenges that are now impacting the implementation of these

technologies across the financial sector.
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The issue that the proposed project will tackle is that despite the capabilities of most
machine learning algorithms for fraud detection it is not being effectively implemented in
financial institutions. Ever-changing fraud techniques are becoming a major challenge in fraud
detection in the U.S. financial services industry as Afjal et al. (2023) outlined. The current fraud
detection measures are mostly rule-based detection methods or with human intervention, which
are not sufficient for real time-fraud detection in a fast evolving digital economies. The problem
statement defines the main issue not as a lack of advanced technology adoption, but rather as
financial managers noting that they struggle to adopt machine learning systems because of low
leadership, and lack of strategy to adopt those technologies. This is directly related to the concept
of TAM that states that usefulness (whether the technology is valuable for fraud detection) and
ease of use (how difficult it is perceived to be to adopt the technology) are important factors in
the process of adoption. Financial managers might be reluctant to invest in machine learning
because they think that it is hard to implement or they don't know how it can help them with their
fraud detection.

Historical Background

The history of fraud detection in the U.S. financial industry has been influenced by the
evolution of the financial service technologies from the past, the real-time financial services and
the sophistication of the fraudulent actions (Hilal et al., 2021). Digital banking has helped
improve access to financial services but also led to more sophisticated fraud schemes'shifting
from paper-based to digital banking.The switch from paper banking to digital banking has helped
facilitate financial access, but has also introduced new, more sophisticated fraud schemes. In the
early 2000s, detecting fraud was based on rigid rule-based systems and manual process (West &

Bhattacharya, 2016). At the same time, however, it's essential to realize that this type of system
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wasn't sufficient for long, because, as cybercriminals got better at exploiting customer data and
technological loopholes, they soon outpaced the established approach. Since the arrival of real-
time payment systems, the amount of time to detect and prevent fraudulent payments has
drastically diminished, calling for more sophisticated and automated systems, according to
Vanini et al. (2023).

Digital transformation of the financial sector (since 2010) has involved innovation as well
as vulnerabilities. Mobile banking, online payments, and peer-to-peer money transfers have
transformed how consumers interact with finances, but also provide opportunities for fraudsters
to exploit financial systems (Rahman et al., 2024). Not only is there a rise in the amount of fraud,
but fraud rings are also getting more sophisticated. According to Statista (2025), credit card fraud
costing about $58 million occurred in the third quarter of 2024 alone, highlighting that credit
card fraud is increasing despite credit card infrastructure improvements.

In the early 2010's, the idea of using machine learning became a worthwhile option, as
researchers and tech companies started to use artificial intelligence to look for patterns and
anomalies within large amounts of data. Pattnaik et al. (2024) also reported that the machine
learning algorithms are able to process billions of transactions in real-time, promptly recognize
suspicious patterns, and minimize the likelihood of undetected fraud. The algorithms
continuously learn and update themselves in order to be effective against changing fraud threats
as opposed to static rule-based systems (Hilal et al., 2021). Nevertheless, although many
machine learning applications are technically ready for use in the Financial Sector (FS), the
internal challenges of Financial Institutions have prevented them from using these tools (Hel? &
Damésio, 2025).

One of the biggest challenges in using machine learning for fraud detection is the absence
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of strategic direction and organizational support. Afjal et al. (2023) pointed out that while
institutions have in place Al and machine learning, the disconnect with business models
drastically diminishes the impact of Al. Additionally, literature is replete with findings on a lack
of leadership certainty, poor collaboration between different functions and resistance to change,
all of which indicate that technology is not the only answer to challenges related to fraud.
Bevilacqua et al. (2025) highlighted that managerial preparedness and strategic leadership are
key factors in harnessing the full potential of machine learning endeavors. First coined by Davis
(1989), the TAM became popular for understanding technology adoption in business situations
through its perceived usefulness and perceived ease of use framework.

The changes in fraud detection strategies have also been influenced by cultural and social
factors. The unprecedented rise in the consumers' dependence on digital financial services,
especially with the onset of the Covid-19 pandemic, has established a new sense of normalcy
which focuses on financial security. The economic fallout from and caused by the pandemic has
also spurred thieves to maliciously increase phishing, 1D theft, and synthetic frauds. According
to McKinsey & Company (2022), more than three-quarters of financial executives attributed the
significance of investing in more advanced fraud detection technologies, yet they did not have a
clear plan for strategic investments. The CIO (2024) stated that several banks had even tried out
Al capabilities, but not more than 30% could operationalise because of organisational
differences.

Clearly, the nature of fraud and the means available to defend against fraud has changed
throughout history and with technology. There is a gap in terms of where we can deploy and use
technology, which is the major issue. Chenguel (2020) and Hariyani et al. (2024) agreed that

there is a need for leadership to adapt to facilitate innovation and create structures to integrate



machine learning into their everyday tasks. The financial and reputational consequences of
delivering ineffective fraud detection creates an emphasis on the importance of the change. If
that's a high-risk economy in the digital age, strategic leadership and organizational alignment
are not only a means to innovation but are mandatory to safeguard institutional integrity
(Rahman et al., 2024). The topic is one that has evolved over the last 20 years to show that
advanced fraud detection is not about tools it is about transformation, with a strategic vision,
collaboration and operational excellence, which must be undertaken at the hands of our leaders.
Current Trends

The trend shadowing financial fraud detection in the U.S. financial industry, for instance,
shows that there is increased interest in the use of Al for financial fraud detection due to the
complexity of emerging financial fraud schemes (Bello & Olufemi, 2024). Financial institutions
have fast-tracked their digital transformation initiatives since 2020, generating potential
opportunities as well as challenges for finances institutions to manage fraud risk. As more
consumers have made the shift toward real-time payments, mobile banking and contactless
banking, this has increased the possibility of fraud, and advanced fraud detection is needed to
reduce this risk. The developments highlight the limitations of traditional fraud detection
methods and reinforce the demand for more time-sensitive and proactive solutions.

In recent years, machine learning has become a pivotal tool in the fight against fraud, but
research and experience indicate that while there is a lot to be excited about, it is important to
proceed with care. Pattnaik et al. (2024) highlight the technical edge that anomaly detection
models have over rule based systems as it can detect anomalies in real time. That shows the
definite technical capability of machine learning, but there is more than that when Afjal et al.

(2023) prove that not all the financial organisations have been able to operationalise these tools;
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in fact, less than half of the financial organisations did. They found that there is a lack of
enactment that is there is a disconnect between the technological capacity and organizing
alignment. There appears to be tension between stressing the correctness of the models on the
one hand and boundaries to integration on the other, including lack of leadership and lack of
inter-departmental coordination.

This is reinforced by the consulting companies and also by studies on governance. In this
respect, McKinsey & Company (2022) states the imperative need for machine learning to be
regarded as a strategic enterprise priority and not just a technical upgrade. Mudawar et al., (2018)
and Ahmed et al., (2024); Bevilacqua et al., (2025) also mention that governance and managerial
capability are determining factors- that incidents of fraud taking place in businesses with strong
governance frameworks were reduced as much as 30% in the businesses. One importance factor
raised by McKinsey is the "Executive Vision" and another one by Bevilacqua et al. is the
"Organizational Readiness" at the managerial and operational level. This indicates a shift in
"fraud prevention™” from merely moving it to the data science space to a leadership and culture
shift.

COVID-19 has been a stress test of old fraud detection methods which revealed
weaknesses in the legacy methods. Zhu et al. (2021) observed the growing opportunities for
fraud due to the adoption of digital transactions, and Hariyani et al. (2024) noted the effective
approaches of new fraud methods like synthetic identity fraud. In fact, Odufisan et al. (2025)
reported that these pressures had engendered a fast-paced adoption of machine learning by most
financial institutions. The pre-pandemic to post-pandemic disparity between what could be and
what is, is represented here by being underutilized (Afjal et al., 2023) and then suddenly needing

to fill that gap. This transition also points to a growing trend—fraud detection is no longer a



reactive process, but a proactive one, and machine learning is an important strategic component
of it to manage the continual changing of fraud fingerprints.

These are just a few thought leaders in the artificial intelligence and finance sectors,
including the financial industry regulatory authority (FINRA) and the federal reserve, who have
been calling for tighter adherence and enforcement to intelligent fraud detection systems. As
financial fraud evolves with increasingly advanced fraud tactics, regulatory agencies are
increasingly finding themselves supporting integration of machine learning solutions to improve
risk management, as highlighted by Dama et al. (2024). As a result, Cl1Os and compliance
professionals have started looking for options that allow the deployment of technology to better
fit the larger risk governance approach.

While we can't discuss machine learning adoption for fraud detection without some
outside and inside looking at the technology, there has been a trajectory for the journey of
machine learning adoption since 2020. Important literature reveals that among the major factors
to consider for a successful implementation are: Cross-functional collaboration, Org. culture,
Strategic leadership. Overall, the prevailing trend underscores the critical importance of
identifying the potential of machine learning and effective leadership to harness this potential.
These banks can benefit from better fraud detection, reduced losses, and improved consumer

confidence in an evolving digital financial landscape when they embrace a holistic solution
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